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Obtaining the SafetyNet API key

Requirements:

° active Google account:

To generate the SafetyNet API key, please visit https://console.developers.google.com/ and log

in to your Google account. Then accept the Google Cloud Platform terms of use and terms of

service for the relevant services and APIs.

) Google Cloud Platform

Welcome,

resources in one place.

Country

Poland

Terms of Service

Create and manage your Google Cloud Platform instances, disks, networks and other

[J 1 agree to the Google Cloud Platform Terms of Service, and the terms of

service of any applicable services and APls.

Email updates

[TJ 1 would like to receive periodic emails on news, product updates and
special offers from Google Cloud and Google Cloud Partners.

AGREE AND CONTINUE

Create a new project, enter its name ('No organization' can be set in Location).

= Google Select a project ¥ Q - # 9 a ;
API APIs & Services Dashboard
¢+  Dashboard
[ ] To view this page, select a project.
fii  Library
O Credentials
OAuth consent screen
Domain verification
S Page usage agreements
ar P s T Tl L ™) ¥y e — e
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https://console.developers.google.com/

New Project

You have 12 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project name *
My Project 54421 (7]

Project |D: wise-brook-266609. It cannot be changed later.  EDIT

Location *
o arganisation
fh No organisati BROWSE

Parent organisation or folder

Go to https://console.developers.google.com/apis/library

On the page, search for Android Device Verification API and click 'Enable'

-1

& APl Library

Welcome to the API Library

The API Library has documentation, links and a smart search experience.

Android Device Verification
Google
Android Device Verification (public)
ENABLE
Type Overview
APIs & services
Android Device Verification (public)
Last updated
10/12/2019, 01:30 About Google
Category Google’s mission is to organize the world's information and make it universally accessible and useful.
Mobile Through products and platforms like Search, Maps, Gmail, Android, Google Play, Chrome and YouTube,
Google plays a meaningful role in the daily lives of billions of people.
Service name

androidcheck.googleapis.c

om

Tutorials and documentation

Learn more [
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You will be taken to a new page where you must create your login details.

= Google $* My Project 50128 + Q - # e a ;
AR e Overview M DISABLE API
Android Device Verific...
! oveview
[i ] To use this API, you may need credentials. Click ‘Create credentials’ to get started. CREATE CREDENTIALS
@ Metrics
5] Quotas - "
ZZ Details | Traffic by response code
O+ Credentials N
ame Request/sec (2 hr average)
Android Device Verification
By
Google
Service name
androidcheck.googleapis.com 6.6

Overview

Android Device Verification (public)

Activation status
Enabled

® Tutorials and documentation

= View metrics
Learn more

Select 'Android Device Verification' and then click 'What credentials do | need?

API APIs & Services Credentials
% Dastiboan Add credentials to your project
fi  Library

| Find out what kind of credentials you need

O Credentials

ent ID or service account.
i¥  OAuth consent screen Which API are you using?
Ditferent APIs use different auth platforms and some credentials can be restricted
=l Homsin verication to only call certain APls.
Android Device Verification -

What credentials do | need?

S Page usage agresments

Cancel

An API key will be generated, copy it and click 'Done'.

API APIs & Services Credentials
91 Eositoa Add credentials to your project
h Library

& Find out what kind of credentials you need
Calling Android Device Verification

O~ Credentials

M

g Get your credentials
H OAuth consent screen

= Domain verification [a]

S Page usage agreements this key before using it

ses or apps can call APls

Famc
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Click the edit icon ( 4 ) in the credentials tab next to the name of your API key. In the key
restrictions, make sure that 'Application restrictions' are set to 'None'

Mame * APl Key
AP key 1 I3

Use this key in your application by passing it with key=API_KEY

Key restrictions parameter.
This key is unrestricted.Restrictions help prevent Creation date 29 January 2020 at 10:12:41 GMT+1
unauthorised use and quota theft.Learn more (2 Created by tomsz.clone@gmail.com (you)
Total usage (last 30 0
days)

Application restrictions

An application restriction controls which websites, IP addresses or
applications can use your API key. You can set one application restriction
per key.

(® None

(O HTTP referrers (websites)
(O IP addresses (web servers, cron jobs, etc.)

(O Android apps
() i0S apps

API restrictions
API restrictions specify the enabled APIs that this key can call
(® Don't restrict key

This key can call any AP

(O Restrict key

Note: It may take up to 5 minutes for settings to take effect.

£ -

2 Activation of SafetyNet in the FAMOC system

After logging in to FAMOC, select the organization settings.

’ C MONITORING DEVICES v USERS APPLICATIONS ~ ADVANCED
MANAGE
' "
Devices count by platform DOCUMENTATION
FAQ
37 w 3 87 LoGouT
1 = ! ] 7
In the 'Details' tab, in the 'SafetyNet API Key' field, paste the generated key.
0 Famoc S.A. vw.famoc
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| Details

General
Language Polish -
Country Poland -
Phone
Email
Session Timeout 90 minutes -
Google Play app synchronization interval 7 days d
I SafetyNet APl key I

In the General Settings of the policy (Advanced -> Settings) the option 'Enable Safetynet

attestation' has appeared - after enabling it and saving the general policy, a new operation

‘SafetyNet Attestation' will appear during enrollment. For devices that were previously added to

FAMOOC, the policy status will change to '‘Obsolete’ and the next time the policy is refreshed, the

validation operation will be performed.

Ignore battery optimization for Loca

User

IMEI
Serial number
Description
Mode!
Platform
Device groups

Last contact

Work profile status

Device details

evice Owner mode status Active

Applications

Device details Assigned policy

Policy name Applied on

Louis Litt

Harvey BYOD  2020-01-29 00:04:53 Q 4

* Wark file 2020-01-29 09:05:19 .
SERERE o i Status: Outdated policy
Dodany w trybie Device Owner (Kod QR) Pending operations:
e - Palicy refr
Samsung SM-G960F Galaxy 59
Android 9.0 - Samsung
_ Restart device

2020-01-29 09:05:21 ERCIRER PEOIGE SLEh: Shutdown device

Connection status [x]

Active

Users Agents Polides Log Alerts Security Backup SIM Cards

Policy preview Status

Device monitor

Repairs

During enrollment, if the result of the validation is negative, the components of the general

policy and work profile will not be installed. The result of the validation depends on the status of

the device (e.g. whether it is rooted, has an unlocked bootloader), possible cases are listed

below (there must be at least one 'false’ for the validation not to pass):

"0 Famoc
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SafetyNet configuration

Table 1. Examples of how device status could affect the values of basicIntegrity and ctsProfileMatch

Bavice Status Value of Valge of
ctsProfileMatch basicintegrity

Certified, genuine device that passes CTS true true

Certified device with unlocked bootloader false true

Genuine but uncertified device, such as when the manufacturer doesn't apply for false true

certification

Device with custorn ROM (not rooted) false true

Emulator false false
Mo device (such as a protocol emulating script) false false
Signs of system integrity compromise, one of which may be rooting false false
Signs of other active attacks, such as APl hooking false false

Each project has its limits on the number of API queries, by default by default, the values shown

below are set. (these are maximum values):

Quota Name Limnit

Queries per day 10,000 i

Queries per 100 seconds per user 1,000 F

Queries per 100 seconds 1,000 F
Quota Name Lirnit
Queries to verify endpoint per day 10,000 ra
Queries to verify endpoint per 100 seconds per user 1,000 ra
Queries to verify endpoint per 100 seconds 1,000 ra

You can change them by visiting hitps://console.developers.google.com/apis/ dashboard, then

selecting 'Android Device Verification' -> Quotas tab.
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