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1 Obtaining the SafetyNet API key 

Requirements: 

● active Google account: 

 

To generate the SafetyNet API key, please visit ​https://console.developers.google.com/​ and log 

in to your Google account. Then accept the Google Cloud Platform terms of use and terms of 

service for the relevant services and APIs. 

 

Create a new project, enter its name ('No organization' can be set in Location). 
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Go to ​https://console.developers.google.com/apis/library 

On the page, search for Android Device Verification API and click 'Enable' 
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You will be taken to a new page where you must create your login details. 

 

Select 'Android Device Verification' and then click 'What credentials do I need?' 

 

An API key will be generated, copy it and click 'Done'. 

 
 
 

 

6 



 

Click the edit icon ( ) in the credentials tab next to the name of your API key. In the key                                       
restrictions, make sure that 'Application restrictions' are set to 'None' 

 

2 Activation of SafetyNet in the FAMOC system 

After logging in to FAMOC, select the organization settings. 

 
 

In the 'Details' tab, in the 'SafetyNet API Key' field, paste the generated key. 
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In the General Settings of the policy (​Advanced -> ​Settings​) the option 'Enable Safetynet                           

attestation' has appeared - after enabling it and saving the general policy, a new operation                             

'SafetyNet Attestation' will appear during enrollment. For devices that were previously added to                         

FAMOC, the policy status will change to 'Obsolete' and the next time the policy is refreshed, the                                 

validation operation will be performed. 

 

During enrollment, if the result of the validation is negative, the components of the general                             

policy and work profile will not be installed. The result of the validation depends on the status of                                   

the device (e.g. whether it is rooted, has an unlocked bootloader), possible cases are listed                             

below (there must be at least one 'false' for the validation not to pass): 
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Each project has its limits on the number of API queries, by default by default, the values shown 

below are set. (these are maximum values): 

 

 

You can change them by visiting ​https://console.developers.google.com/apis/​ dashboard, then 

selecting 'Android Device Verification' -> Quotas tab. 
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